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1. Windows Manual

1.1 Product Description

The software product is used to establish a secure connection to the network of the Vienna
Insurance Group (VIG). The installation package contains legacy VPN functionality. Other features
like Desktop-Firewall, Anti-Virus, Full Disk Encryption, IPS or SVC components are not included.
Authentication is achieved by using a certificate (.p12 file) and a password (in the .txt file).

Note:

There is no IPv6 support and no support for clients using multiple VPN clients on the same device,
notebook.

1.2 Software Download

To download the recommended VPN Client version, please visit the following URL:

https://support.checkpoint.com/results/sk/sk117536

Scroll down to the section “Client Releases”; here you will find the currently recommended Version
of the VPN Client.

The next step is to download the VPN Client by clicking on “Download” in the “Remote Access
Clients for Windows OS” section (Yellow highlighted section)

Clicking on “Download” will open a new Browser Window.

Client Releases

Endpoint Security Windows Clients

E89.10 - Released in December 2025 - Recommended -

E89.20 - Released in May 2026 - Latest - sk183452
sk183132

Remote Access . . Remote Access
Dynamic package Initial package
Clients Clients

¥ Download ¥ Download ¥ Download ¥ Download ¥ Download ¥ Download

Dynamic package Initial package

Click the “Download” button to download the VPN Client
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Download Details

E89.11 Check Point Remote Access VPN Clients for Windows Size Date Published
356MB  2026-02-22

Product
Check Point Mobile for Windows, Endpoint Security VPN, SecuRemote for Windows

Version

E89.x

0s
Windows

File Name

E89.11_CheckPointVPN.msi

To ensure the integrity of your file, kindly verify the checksum value

SHA1
9611f59921d86b601a5c3431437a%9aa02175e80d

SHA256
298843199904fa7619¢c7a15462d65e56494302f56dc12abs002f1137ee375b82

1.3 Software Installation

To install the software a user account with administrative permissions is required. After executing
the setup file (.msi file), the software installation process will start.

When you begin the installation, you will be guided through the process step by step.

Start the file for the installation will show following window. Press “Next”
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Welcome to Check Point VPN Installation Wizard

Installation Wizard will install Check Point Endpoint

o
6 CHECK POINT

Securnty VPN on your computer. To continue, chck Next.
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Choose “Endpoint Security VPN”

ﬂ Check Point VPN Installation Wizard =

Client Products
Choose a product to install

© Endpoint Security VPN
Enterprize Grade Remote Access Client, including basic Endpoint
Security Features (Recommended for SecureClient replacement).

(") Check Point Mobile
Enterprize Grade Remote Access Client.

O SecuRemote
Basic Remote Access Client.

Back Mext Cancel
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You must agree to continue the installation. Then press “Install”

ﬁ Check Point Endpoint Security VPN Installation Wizard — X

License Agreement

o
G CHECK POINT-

Please read the following license agreement carefully.

Software License Agreement & Limited Hardware Warranty ~
Check Point Software Technologies Ltd.

PART | - SOFTWARE LICENSE AGREEMENT

This License Agreement (the “Agreement”’) 1s an agreement belween you
(both the individual installing the Product and any legal entity on whose behalf
such individual is acting) (hereinafter "You™ or "Your”) and Check Point
Software Technologies Lid. (hereinafter “Check Point").

TAKING ANY STEP TN SET-IP  1ISFE NR INSTAIT THFE PRONIICT Y
(@1 accept the terms in the license agreement

(1 do not accept the terms in the license agreement

Back Install Cancel

You may be warned that there's a security risk due to an invalid certificate on the website. In that
case, you can compare the fingerprints from your installation and from this description. If they
match, then the installation is save.
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ﬁ Check Point Endpoint Security

Endpoint Security-

v The site's security certificate is not trusted!

While verifying the site's certificate. possible security risks were discovered.
Press "Details’ for more information.

Detais |
Check Point Endpoint Security is connecting to site:
|vpn.oorpnet.at |

Which has the following fingerprint:
l |BAT KAHN BUCK LAUD CULT EROS MALI MINK PER BAH AJAR BUSS l I

We strongly recommend that you contact your system administrator about these issues. By
clicking "Trust and Continue", you confirm that you are aware of the risks and agree to

| Ry | | Cacel

rity VPN Installation Wizar

Installation Wizard Completed

Check Point Endpoint Security VPN is successfully installed on
your computer. Click Finish to exit the wizard.

-
6 CHECK POINT"
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1.4 Create Connection to the VIG Network

After the VPN client has been successfully installed, you can use the icon in the menu bar to access
the client. Click “VPN Options” to create a new “site” (connection to the VIG network) or just right-
click onto the yellow lock-symbol at the right corner of your Windows taskbar and click “Connect”.
Once you have created the site, the connection settings remain saved in the client’s configuration.

u[@]ew

Connect to...
VPN Options

Help 4

Show Client
Shutdown Client

PLEASE NOTE: If the Check Point VPN Client is not running (e.g. “autostart” is disabled for the client),
please start it like you would usually start any other software.

Depending on the version of your client, a pop-up states that no site is configured and asks if you
want to configure a new one.

Answer with “Yes”

Mo site is configured, Would you like to configure a new site?

Yes Mo

Create a new site by completing the wizard and the following settings

Click “Next”
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{31 Site Wizard

*

Welcome to the Site Wizard

The wizard will guide you through the configuration of

a new site for the VPN dient.

Help

Enter “vpn.corpnet.at” (DNS should resolve name to 185.202.151.126; as per 03.09.2020) and

click “Next”

{31 Site Wizard
Welcome to the Site Wizard
A gibe iz pour gateway to netwark, resources.

To continue, fill in the required information and dick next.

Server address or Name: vpn.corpnet.at |
O Display name: vpn.corpnet.at
Back Mext Cancel Help

Click “Finish”
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| Site Wizard

Site created successfully

Back Cancel Help

Once you have created a site configuration to vpn.corpnet.at, a pop up asks if you want to connect
to the site. Click “Yes” and follow the instructions.

{3 Check Point Endpoint Security X

Would you like to connect?

1.5 Connect and Authenticate with Certificate

The certificate and password you have been provided with are required for authentication and
access to the Vienna Insurance Group (VIG) network.

You can run the Check Point VPN Client via your Start Menu or just right-click onto the yellow lock-
symbol at the right corner of your Windows taskbar and click “Connect”.

PLEASE NOTE: If the Check Point VPN Client is not running (e.g. “autostart” is disabled for the client),
please start it like you would usually start any other software.

Click “Browse...”, select the certificate file and click “Open”:
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ﬁ) Check Point Endpoint Security = O X
. . [ ]
Endpoint Security’ e' CHECK POINT
Site: vpn.corpnet.at

Authentication

Certificate File: Browse... m ,

Password: R
Import Cancel Help
Selected Login Option: Personal Certificate Change Login Option Settings

PLEASE NOTE: Be sure to store your certificate on a local disk (e.g. “C:\...”)

@ Select Certificate File X
— v 1 ¥ > ThisPC > Downloads v O  Search Download P
Organize v New folder f== >~ [N o
Name Date moarﬁ-cd Type Size

v 3 Quick access
Bl Desktop
¥ Downloads

[ Documents

- A long time ago (1)

_» 3rd_party_certificate@corpnetat_202204.. 22/04/2022 0426 Personal Informati 7 KB

X % %N

= Pictures
config
log
d Music
open
> @ OneDrive
> 8 This PC

> @ Network

File name: v | [Centificate (~p12 ~pfx) v

PLEASE NOTE: Once you have selected the certificate, it will be saved in the client. If you move the
.p12 file (certificate) to a different folder must browse and select it again.
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Now type in the password which can be found in the provided .txt file.

You can verify the correct password by clicking the symbol which will display details of your
certificate after entering the password. If a wrong password was used, you will receive an error
message.

Afterwards click “Import”.

@j Check Point Endpoint Security = (] X
- - ®
Endpoint Security’ @ cHECk POINT
Site: vpn.corpnet.at

Authentication

Certificate File: t_20241126_1700.p12 Browse...

Password: sssccssssel o) 4 ,d

Import Cancel Help

Selected Login Option: Personal Certificate Change Login Option Settings
ﬁj Import Certificate X

o Certificate was imported successfully

oK

Next step click “Connect”.
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@ Check Point Endpoint Security
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Endpoint Security- e;crl ECK POINT

Site: vpn.corpnet.at v

Authentication

Please provide a certificate to authenticate

certate: I

Click here if vou don't have a certificate for this site

[ Connect ] 4 Cancel Help

Selected Login Option: Personal Certificate Change Login Option Settings 5

If the connection was established successfully, the following image will appear:

&. Connected to vpn.corpnet.at

Endpoint Security: &1 Check Point

SOFTWARE TECHNOLOGIES LTI

A

| Disconnect | | Close

Connecting to site

Authentication succeeded

Downloading topology

Loading compliance verification palicy
Loading virtual network adapter
Terminate unauthorized TCP connections
Connection succeeded
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1.6 Disconnect from VPN
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You can always disconnect by clicking the “Disconnect” Button or right-click on the yellow lock

symbol in the right corner of your Windows taskbar and choose “Disconnect”

Disconnect
VPN Options

Help

Show Client
Shutdown Client
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2. MAC OS X Manual

2.1 Product Description

The software product is used to establish a secure connection to the network of the Vienna
Insurance Group (VIG). The installation package contains legacy VPN functionality. Other features
like Desktop-Firewall, Anti-Virus, Full Disk Encryption, IPS or SVC components are not included.
Authentication is achieved by using a certificate (.p12 file) and a password (in the .txt file).

2.2 Software Download

To download the recommended VPN Client version, please visit the following URL:

https://support.checkpoint.com/results/sk/sk117536

Scroll down to the section “Client Releases”; here you will find the currently recommended Version
of the VPN Client.

The next step is to download the VPN Client by clicking on “Download” in the “Endpoint Security
VPN for macOS - Disc Image” section. (Yellow highlighted section)

Client Releases

Endpoint Security Windows Clients

E89.10 - Released in December 2025 - Recommended -

E89.20 - Released in May 2026 - Latest - sk183452
sk183132

D ; K Initial K Remote Access D . K Initial K Remote Access
namic package nitial package namic package nitial package
Y P 9 P 9 Clients Y P g P 9 Clients

Endpoint Security macOS Clients
E89.23 - Released in June 2026 - Recommendefl - sk184959

Endpoint Security X mac0S
Automatic Upgrade package .
Clients Disc Image

Click the “Download” button to download the VPN Client
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Download Details

E89.20 Endpoint Security VPN Clients for mac0S - Disc Image (DMG)

Product
Endpoint Security Client

Version
E89.x

0s
mac05 11 (EQS), mac0S 12 (E0S), mac0S 13 (E0S), mac0S 14, mac0S 15, mac0S 26

File Name
Endpoint_Security VPN.dmg

By clicking on the "download” button, you expressly agree to be bound by
Download : . - s . . i
the terms and conditions of this download agreement

To ensure the integrity of your file, kindly verify the checksum value

SHA1
44b803b2e15adf0380efb649ab3eel3ffa?fa7?70c

SHA256
fe281d9d88ec3b01bb11ab0be430da07da4df39c28abbcddcéB84c932a46c71b

2.3 Software Installation

Af

Size
55.5 MB

Telekom
Austria
Group

Date Published
2025-09-29

To install the software a user account with administrative permissions (root) is required.

First, run the downloaded “.dmg” and select “Endpoint_Security_VPN.pkg"”.

| JON | \— Endpeint Security VPN

|§ Check Paint*
Endpoint Security

<.

Endpoint_Security VPN.

pkg

Uninstaller

The following screenshots show all steps for installing the VPN client.

A pre-install verifier checks if the software can be installed on your system. Please click “Allow”
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This package will run a program
to determine if the software can
be installed.

To keep your computer secure, you
should only run programs or install
software from a trusted source. If
you're not sure about this
software's source, click Cancel to
stop the program and the
installation.

Click “Continue”

/. @ (¥ Install Endpoint Security VPN &) A
G. CHECK POINT Welcome to the Endpoint Security VPN Installer
Endpoint Security
® Introduction You will be guided through the steps necessary to install this
software.
® License
© Destination Select
@ |Installation Type
Installation
Su
Go Back Continue
A 4
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Click “Agree”

To continue installing the software you must agree to the terms of the
software license agreement.

Click Agree to continue or click Disagree to cancel the installation and quit
the Installer.

Read License Disagree Agree

Leave the default selection and click “Continue”
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@ ¢ Install Endpoint Security VPN
® CHEC'S POINT . Custom Install on "Macintosh HD"
Endpoint Security
Package Name Action Size
Introduction Upgrade 1177 MB
License Firewall
Destination Select Compliance Engine
® |nstallation Type
!
Space Required: 1177 MB Remaining: 437,2 GB

Installs the module that enables VPN capabilities.

Go Back Continue

To continue, click “Install”.

@ ¢ Install Endpoint Security VPN B

® CHECK POINT Standard Install on “Macintosh HD"
< Endpoint Security

Introduction This will take 117,7 MB of space on your computer.

License Click Install to perform a standard installation of this software

Destination Select on the disk “Macintosh HD".

® |Installation Type

Go Back Install

Click “Close”
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et

Check Point* . .
Q Endpoint Security The installation was completed successfully.

Intreduction

License

Destination Select

Installation Type

Installation The installation was successful.

Summary The software was installed.

Close
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2.4 Create Connection to the VIG network

After the VPN client has been successfully installed, you can use the icon in the menu bar to access
the client. Click “VPN Options” to create a new “site” (connection to the VIG network). Once you
have created the site, the connection settings remain saved in the client’s configuration.

% >

Connect
Connect to...
VPN Options

| Help >

Show Client
Shutdown Client

A new window pops up and you can create a new “site”. Click “New”:
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® Check Point Mobile - Options
. - ®
a Endpoint Security" & CHECK POINT
Advanced
A site represents the organization you want to connect
to.
New
Properties
Delete
Save & Close Help

Depending on the version of your client, maybe another pop-up states that no site is configured and
asks if you want to configure a new one. Answer with “Yes”:

. Mo site is configured. Would you like to configure
m a new site?

[
®

Create a new site by completing the wizard and the following settings:

Click “Next”
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Next

Site Wizard

Welcome to the Site Wizard

The wizard will guide you through the
configuration of a new site for the VPN

client.

Cancel

Help

Telekom
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Enter “vpn.corpnet.at” (DNS should resolve name to 185.202.151.126; as per 03.09.2020) and click
“Next”:

Check Point Mobile - Options

O Site Wizard
E Welcome to the Site Wizard ..q
A site is your gateway to network resources. ! '
To continue, fill in the required information and click next.
Server address or Name: vpn.corpnet.at
Display name: vpn.corpnet.at
| Back Next Cancel Help
Séve?ﬂ'ase-ﬂ-......-............ |- ﬁ"elp

A security check may appear, asking for a fingerprint. If it matches the one in the picture, you can
click OK.

| o Check Point Mobile A

(]
ﬁ Endpoint Security* e CHECK POINT

)
\ ! Verify site security certificate
\+/ fy ty

Check Point Mobile is connecting to site:

vpn-intern.corpnet.at

Which has the following fingerprint:

BAT KAHN BUCK LAUD CULT EROS MALI MINK PER BAH AJAR BUSS

Please press 'OK' to continue, or 'Cancel’ to cancel the action.

OK Cancel
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Select “SAML Authentification (Default)” as Login Option if the installation wizard asks for it.

r

o Site Wizard

Login Option Selection A
Select your login sequence choice from the options set by s !
your administrator ‘-J

Please select your preferred login option from the following list

SAML Authentification (Default)

Back Next Cancel Help

Select “Certificate” as the authentication method and click “Next”:

‘® Site Wizard 1
Authentication Method “~

Select the authentication method to be used. ?
o

Username and Password
Click if you use an account name and password.

O cCertificate
Click if you use Hardware tokens or any other certificate type.

SecuriD
Click if you use RSA SecurlD.

Challenge Response
Click if you are required to provide different responses to a
challenge.

Back Next Cancel Help
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Select “Use certificate from Public-Key Cryptographic Standard (PKCS #12) file” and click “Next”:

® site Wizard 1

Certificate Authentication !
Select your certificate type for authentication. ?

Select certificate from hardware or software token (Keychain)

O Use certificate from Public-Key Cryptographic Standard (PKCS #12) 1

Check this if you don't have a certificate yet (works only with
ICA certificates)

Back Next Cancel Help

Click “Finish”:
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O [ ] Site Wizard

Site created successfully

Back Finish Cancel Help

2.5 Connect and Authenticate with Certificate

The certificate and password you have been provided with are required for authentication and
access to the Vienna Insurance Group (VIG) network.

Access the Check Point VPN client (lock symbol in menu bar) and click “Connect” or “Connect to...”. A
new window pops up.

Select “Browse” to load the certificate. PLEASE NOTE: Be sure to store your certificate on a local
disk!
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[ N WO Check Point Mobile

- . ]
a Endpoint Security- c' CHECK POINT

Site:

Authentication

Please enter your credentials:

Certificate File: Browse... m ‘ ,

Password: = H

Cancel Help

Selected Login Option: Standard Change Login Option Settings

Enter the password you have been provided in the second email and

And choose “Import”.
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0 Check Point Mobile

(]
ﬂ Endpoint Security e CHECK POINT

Site:

Authentication

Certificate File: 20260602_1603.p12 Browse... '

Password: = seeeesenes | E l;]

Import E Cancel Help

| Selected Login Option: Personal Certificate Change Login Option Settings

PLEASE NOTE: Once you have selected the certificate, it will be saved in the client. If you move the
.p12 file (certificate) to a different folder you have to select it again.

You can verify the correct password by clicking the symbol which will display details of your
certificate. If a wrong password was used, you will receive an error message.

Click “Click here to allow Full Disk Access permission to TracSrvWrapper”. The service must be
authorized and has various tasks, e.g.: managing VPN connections, certificates, and restarting VPN
components.
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900 Check Point Mobile

: : .
ﬁ Endpoint Security- Q CHECK POINT

Site: vpn-intern.corpnet.at e

Authentication

Q Click here to allow Full Disk Access permission to
Q TracSrvWrapper

Please enter your credentials:

Certificate File: 20260609_1604.p12 Browse...

]

Password:

Connect Cancel Help

Click “Connect”.

[ N MO Check Point Mobile
: : [ ]
ﬂ Endpoint Security* 0 CHECK POINT
Site: vpn.corpnet.at

Authentication

Please provide a certificate to authenticate

Certificate: 5F326BB9-94DE-4866-1(3 &

Click here if you don't have a certificate for this site
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After successfully establishing the connection you can access resources on the VIG network.

[ NONG Connected to vpn.corpnet.at

.
a Endpoint Security Q CHECK POINT

-
i r i
LZFZ7777 A

| S

Connection succeeded

Disconnect Close << Details

Detecting site connectivity

Retrieving site information

Connecting to site

Authentication succeeded

Loading compliance verification policy
Loading virtual network adapter
Connection succeeded
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2.6 Disconnect from VPN

You can always disconnect by clicking the “Disconnect” Button in the VPN client’s window or using
the lock-symbol in your menu bar.
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